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1. What is the GDPR? 

On May 25th 2018 the General Data Protection Regulation (GDPR) will come into force and it will replace the 

current data protection framework under the Directive 95/46/EC.  The Regulation expects all organizations, 

regardless of size, to fully comply with the regulation by the time of its implementation.  It is expected that 

smaller businesses manage their data processing and risk management in the same way and to the same extent 

that larger organizations do. The GDPR introduces a wide range of mandatory changes that organizations have 

to make. It is important to start preparing now as non-compliance with the Regulation can have serious 

consequences. New penalties and enforcement powers are introduced. For example: supervisory authorities (the 

Irish Data Protection Commissioner, ‘ODPC’) has the power to impose significant fines on controllers and 

processors for non-compliance. Businesses will face fines of up to €20m or 4% of the total worldwide annual 

turnover of the preceding financial year. Fines can be imposed in addition to, or instead of, any corrective 

measures (such as warnings or reprimands). The GDPR also introduces the right for individuals to sue both 

controllers and processors for compensation for material or non-material damages suffered as a result of a 

breach of the GDPR. Where non-compliance with the GDPR is established, a controller or processor will bear 

the burden of proving they are not responsible for the event giving rise to the damage. In the provision of 

Acupuncture services, businesses must align their practices with the GDPR or else risk being in violation of the 

new data protection rules. This handbook is designed to provide an overview of the requirements for 

Acupuncturists and to provide practical steps towards compliance. 

2. Key definitions 

2.1 Data Subjects 

A data subject is the living individual to whom the personal data relates. Your patients are data subjects as are 

any employees whose personal data you process. 

2.2 Controllers and Processors 

The GDPR distinguishes between two types of persons/entities that can process personal data: data controllers 

and data processors. A data controller is the person or legal entity who determines the means and the resources 

for the processing of personal data, Acupuncturists will be acting in this capacity where processing personal 

data from patients. The processor processes the data on behalf of the data controller. For example, you could 

store data on a third party’s server or use a marketing technology to send out a newsletter, or a cloud based 

Electronic Medical Records system. In many cases the owner of server and the marketing technology provider 
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would be processors under the GDPR. Data processors appointed by controllers must provide sufficient 

guarantees to implement appropriate technical and organizational measures with the GDPR and must only 

process data under the controller’s instructions.  

2.3 Personal data & Sensitive personal data  

Under European Data Protection Law, personal data has already been very broadly defined. To illustrate how 

broadly, the Breyer case is noteworthy as the European Court of Justice held that even a dynamic IP address 

can, under certain circumstance, constitute personal data. Therefore, it is recommended to err on the side of 

caution when determining whether the data you hold is personal data. As an acupuncturist, you must be mindful 

of data that relates to your patient’s health as this is classified as a ‘special category if data’ (i.e. sensitive 

data) under the GDPR and is subject to more stringent rules.  Sensitive data may be processed where the data 

subject gives his or her explicit consent to such processing, or when one of the exemptions1 applies such as:                              

●   Necessary processing in the fields of employment, social security and social protection where authorized by 

law or collective agreement 

For example, sensitive personal data of employees for HR administrative purposes.  

●   Processing necessary for the purposes of preventive occupational medicine, for assessment of working 

capacity of employee, medical diagnosis, the provision of health or social care or treatment, or pursuant to 

contract with a health professional. 

Health professionals may process sensitive personal data in the provision of their services. The ‘medical care’ 

ground may mean that you do not need to rely on explicit consent for processing sensitive personal data. It is 

important that you contact the ODPC before relying on this ground to ensure that it will be applicable to the 

sensitive processing activities you are carrying out in your capacity as Acupuncturists. You may rely on explicit 

consent in the meantime. 

 

2.5 What do we mean by processing? 

 Like personal data, the concept of processing is also broadly defined. The definition is ‘any operation or set of 

operations which is performed on personal data or on sets of personal data, whether or not by automated 

means, such as collection, recording, organization, structuring, storage, adaptation or alteration, retrieval, 

                                                                 

1 This list includes two exemptions only, and the full list of derogations can be found in article 9(2) of the GDPR. We 

have selected the exemptions that are most likely to be applicable to your processing activities as Acupuncturists. 
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consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or 

combination, restriction, erasure or destruction.’2 Any operation performed on personal data is considered to be 

processing. Whilst all processing activities must be lawful under GDPR, compliance efforts should be particularly 

focused on the processing activities which have the highest risk potential. In achieving this, an organization or 

independent practitioner must consider several factors. For example, the type of personal data being 

processed, the nature of the processing activity that is being carried out and whether the data subject may be 

particularly vulnerable (children3, elderly persons). What personal data and sensitive personal data might you 

be processing in physical or digital format? Such as, but not limited to: 

 

• Pre-care questionnaires 

• Patient contact details 

• Session notes  

• Payment information 

 

3.0 When does GDPR apply? 

The GDPR has a wider reach than the Directive. In this section the key changes to its applicability will be 

outlined. 

3.1 Territorial Scope 

The GDPR significantly broadens the scope of European Data Protection law to ensure that individuals are not 

deprived of the protection to which they are entitled.  The GDPR applies to organizations that are established 

in the Union, and process personal data in the context of that establishment’s activity, even if the processing 

itself takes place outside the EU. The GDPR also applies to entities without an establishment in the EU if they 

process personal data of European data subjects, and the data relates to goods or services offered to EU data 

subjects or the monitoring of behavior in the European Union. For this reason, Acupuncturists established and 

working out of Ireland will certainly be within the territorial scope of the GDPR. 

                                                                 

2 GDPR Article 4(2) 

3 The GDPR allows laws in individual countries of the EU to define when an individual is a child under GDPR. In Ireland 

the current age is 13. 
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3.2 Material Scope 

The GDPR applies to the processing of personal data wholly or partly by automated means and to the 

processing other than by automated means of personal data which form part of a filing system or are intended 

to form part of a filing system. In practice this means that the Regulation applies to personal data, whether it is 

in physical or digital form. It is important that data controllers apply these guidelines whilst taking into account 

the individual circumstances of their businesses.  

4. Key changes introduced by the GDPR 

In this part of the handbook you will find a number of key changes that are introduced by the GDPR. A good 

understanding of these changes will help you execute on the recommended action steps at the end of this 

document. 

4.1 Consent   

The GDPR is largely about increased transparency. The concept of transparency for consumers is translated into 

three elements in the GDPR: information, consent and an increased level of control for individuals over the 

processing and storage of their personal data. The GDPR sets a high standard for consent.  Valid consent must 

be freely given, specific, informed and explicit. The keyword in this new definition is the word ‘explicit’. The 

explicit consent must be evidenced by “a statement or by a clear affirmative action” and the burden of proof 

for the data subject’s consent is on the data controller. Therefore, silence, inactivity or pre-ticked consent boxes 

will no longer constitute valid consent.  

If you currently rely on consent for the processing of personal data, you must ensure that it meets the high 

standard of the GDPR. Otherwise a ‘fresh’ consent is required, unless you choose to rely on a different lawful 

basis - you don’t always need consent. If consent is too difficult, look at whether another lawful basis is more 

appropriate.  

 

• When relying on consent you must have a sufficiently granular opt-in method in place.  

• This can be achieved by means of an intake form on which you include the scope of the data 

processing, the purpose, the names any third parties and inform the individual of their right to 

withdraw consent at any time. 
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• Where obtaining explicit consent4 the data subject must give an express statement of consent, for 

instance in a written statement. 

• You can obtain consent both in electronic or paper form. 

• You must keep records of the consent (in paper form for example - keep a copy of the form that they 

used to provide consent, with the date, name and signature of the individual) 

• Keep a master copy of the intake form provided at the time consent was obtained.  

• Keep any privacy policy that you had informed the patient about in the intake form, and which was 

available to them at this point in time. 

 

4.2 Record keeping obligations 

The GDPR obliges organizations to maintain records of their processing activities. This is an important shift that 

the GDPR introduces, whereas previously under the DPD the requirement was only to report processing activities 

upon registration with the Data Protection Commissioner, this is now the responsibility of the organization.  

Record-keeping is not only a requirement, but a very practical means of understanding your data processing 

activities. In order to be able to start the compliance process it is vital to understand the data flows and 

processing activities within your practice. This is important for two reasons: firstly, for internal compliance and 

secondly, to ensure compliance across your data supply chain. As a data controller under the GDPR you must 

know what data has been collected and for what purposes, who has access to that data, where that data is 

being held and what the data retention period is. The inventory of data needs to be done on an ongoing basis 

to ensure the legal obligations of Article 30 GDPR are being met. The purpose is to have a clear understanding 

of various business functions and activities which should result in a meaningful and truthful map of all your data.   

4.2.1 How does the obligation apply to Acupuncturists? 

There is an exception for organizations with under 250 employees, however it is very hard to justify falling 

under the exception in practice. The exemption does not apply to Acupuncturists as they are ‘Processing of 

special categories of data’. 

Acupuncturists processing health data or any other categories of sensitive data should therefore maintain 

records of processing activities. To the extent that record maintenance may be time-consuming or costly, the 

ODPC is likely to take a proportionate approach and would not penalize a small business for not providing the 

quality of records than would be possible of a larger business. This said, you must ensure that you cover the 

main processing activities that take place at your practice so that you are able to demonstrate compliance with 

                                                                 

4 One of the available options to legitimize processing of sensitive data.  
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this obligation if investigated by the authorities. A workable approach is to maintain records of all processing 

that is not ‘occasional’ and is carried out on a regular basis at your practice. 

Information in these records should include the following (practical to use an excel spreadsheet); 

 

• The data controller (name of business) 

• Categories of personal data being processed, e.g. medical conditions that client is suffering from, 

medical history, allergies, age  

• Description of categories of personal data i.e. ‘Contact information’ or ‘Health information’ 

• Purpose for processing: E.g. to ensure safety of Acupuncture treatment (If multiple purposes for same 

category of personal data being processed, make a note of these purposes) 

• Lawful ground appropriate for each processing activity and purpose. (Where more than one purpose 

for the same processing activity, you need to state a lawful ground for each). 

E.g.  

             

Category of personal data                   Purpose Lawful ground 

Contact information of patients 

(name, email address, telephone 

number, mobile number) 

Scheduling 

appointments 

Contractual obligation 

Contact information of patients 

(name, email address, telephone 

number, mobile number) 

Informing patients 

about seasonal 

offers 

Legitimate interests 

  

• Where applicable, exemption that allows for processing of sensitive data e.g. Article 9(2)h - 

‘Processing is necessary for the purposes of preventive occupational medicine, for assessment of 

working capacity of employee, medical diagnosis, the provision of health or social care’ 

• If data is transferred to a third party, the name of the recipient and how data is protected (e.g. an 

agreement for transfer is in place that ensure that the third party meets GDPR standard - technical and 

organizational measures for protection of personal data) 

• If any data is transferred to a third party, the identification of that third country and appropriate 

safeguards. 

• Envisaged time limits for erasure of the different categories of data (i.e. upon final meeting with client)  

 

Records must be kept up to date and be readily available upon request by the ODPC. 
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4.3 Lawful processing  

It is important to have a legal basis for all processing activities, and to select the most appropriate legal basis 

for the processing that you carry out. You will need to include in your data records the legal ground supporting 

each processing activity, and so this will logically function as a means of demonstrating that you meet this 

requirement to have a lawful ground for all of your processing activities. It is crucial that you give this thought 

and apply the most appropriate legal ground, as this will reduce the risk of the ground being disputed by a 

patient or the ODPC in the future. The selection and reliance on a legal ground will not legitimize any 

processing activity, but this is unlikely to be the case where you carry out a reasonable assessment of the lawful 

grounds and their appropriateness for the processing activity that you carry out. 

The GDPR allows you to select from the following list of legal bases: 

 

(a) the data subject provides valid consent; 

(b) processing is necessary for entering into or the performance of a contract;  

(c) processing is necessary for compliance with a legal obligation to which the controller is subject;  

(d) processing is necessary in order to protect the vital interests of the data subject or other individual;  

(e) processing is necessary for the performance of a task carried out in the public interest or in the exercise of 

official authority vested  

(f) processing is necessary for the purposes of the legitimate interests pursued by the controller or third party, to 

the extent it does not infringe on the fundamental rights and freedoms of the data subject, particularly where 

the data subject is a child. 

 A data inventory should be as comprehensive as possible, keeping in mind that all personal data being 

processed must be taken into account. Personal data that is simply being stored still falls under the definition of 

a processing activity and must be afforded a legal basis and be protected under GDPR. Processing activities 

do however need to be prioritized according to their risk level, and naturally higher risk processing/categories 

of data will merit greater attention. In the case of sensitive data two points must be noted in records. Firstly: 

what permits your business to process sensitive data under GDPR Article 9(2).  

For health data being processed in the context of Acupuncturist work this is likely to be the following: 

Article 9(2)h - ‘Processing is necessary for the purposes of preventive occupational medicine, for assessment of 

working capacity of employee, medical diagnosis, the provision of health or social care’ 

Secondly, what legal basis do you rely upon for processing. The following 3 examples are likely to be 

appropriate in the context of Acupuncturists: 

(a) the data subject provides valid consent; 

(b) processing is necessary for entering into or the performance of a contract;  
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(f) processing is necessary for the purposes of the legitimate interests pursued by the controller or third party, to 

the extent it does not infringe on the fundamental rights and freedoms of the data subject, particularly where 

the data subject is a child. 

5. Data subject rights 

 As a controller, you must inform any person whose personal data you are processing, usually clients and 

employees, that they have specific rights in relation to their data. The GDPR has strengthened data subject 

rights existing under the previous data protection directive, and has added two additional rights. Many of these 

rights are not absolute, meaning that there may be a case for refusing to fulfil certain requests if you have a 

legitimate interest to do so. This will depend on the circumstances and the right that is being invoked by an 

individual. 

5.1 Right to Access 

 If you receive a request for access to personal data from a client or employee, it is crucial that you know in 

advance of such a request: 

●    How to recognize a subject access request 

●    The need to verify a data subject’s identity 

●    What to include in responding to such a request 

What does a SAR look like? 

 It may be immediately obvious that you have received a Subject Access Request (SAR) depending on how the 

data subject frames the request. However, it may not always be immediately obvious what constitutes a SAR. 

A valid SAR will be in writing (email, letter, fax, social media), if you receive a request on twitter or Facebook 

for example, you are not required to contact the data subject via that medium, and can request an alternative 

contact address to respond to the request. Even if the individual does not state the reason for the request as 

being to retrieve information about their personal data, if this is in effect what the individual is requesting, this is 

a valid SAR. If a SAR is verbal it may be reasonable to respond verbally i.e. if the request is a straightforward 

one and you can confirm the individual’s identity, however you are not obliged to do so. In any case you should 

inform them how to request in writing and to provide them with contact options. 
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5.1.1 Verify identity 

 Naturally, to protect personal data it is important to verify the identity of the individual requesting access. As a 

sole practitioner it is important that you and support staff have a system for verifying the identity of any 

patients requesting access to information. This should be consistent and should be remove all reasonable doubt 

that the individual is not who they say they are.  

5.1.2 Time frame 

The reason that it is important to be clear as to when you are receiving a SAR is so that you can respond to it 

appropriately and within the legal time frame. The 40-day deadline as was the case under the Data Protection 

Directive has under GDPR been shortened to 1 month, however in certain circumstances a longer time frame is 

allowed5.  

5.1.3 What needs to go into a SAR response? 

 An individual has the right to know the following information in a SAR response: 

●    Know whether the organization processes their personal data. 

●    Be provided with information about the personal data; a description of the personal data; why it 

is being processed; whether it is shared with other organizations. 

●    Given a copy of the information itself detailing its source where possible. 

●    The individual’s right to request rectification, erasure, restriction of processing, or to object to such 

processing 

●    The data subjects’ right to lodge a complaint with a supervisory authority. 

  

Individuals do not have a right to see the documentation that contains their personal data, only the personal 

data itself, but you may choose to provide the documentation as this is often easiest. Individuals do not have the 

right to access personal data belonging unless a request is being made on their behalf, it must be checked that 

data belonging to other data subjects is not accidentally provided along with the requester’s data. 

                                                                 

5 If the request is "burdensome" or complex, the response period can be extended for up to two months further. This is 

rarely the case in practice and it is not recommended to push out the response time 
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Responses to valid requests must be provided free of charge, unless the requests are excessive or complex. 

After completion of a request, if the data subject makes a request in relation to the same personal data, a fee 

may be charged. In rare circumstances it may be possible to refuse to respond to a SAR, for example if the 

request relates to a very large quantity of personal data, you may be able to argue that this is excessive or 

‘manifestly unfounded’. If this argument is made, you must let the individual know the reasoning behind your 

decision. The fee should represent the administrative costs of delivering a response, and would normally cost in 

the region of €12. The information should be provided in a commonly used electronic form unless it is requested 

to be provided in a different format. As discussed, only in rare circumstances can a fee be charged, or a SAR 

refused. Acupuncturists should ensure that they respond to SARs within the one month time-frame and inform 

their clients of this right.   

  

5.2 Rectification 

The GDPR requires that the controller responds to requests to rectify inaccurate or incomplete personal data 

within one month. This may be due to inaccuracy of data or incompleteness. An individual does not need to 

provide reasons for their request, but must provide evidence of the inaccuracy or incompleteness of the data. In 

reality, a business should request identification to ensure that the individual is indeed the data subject, and 

evidence that the data is incorrect/incomplete.  

 

Mechanisms should be in place to ensure information is corrected wherever it resides within the organization. 

Employees also have the right as data subjects to request access to personal data held about them be 

corrected where there are inaccuracies. Updates should be communicated to any third parties processing the 

information. Third parties who receive data from a controller, such as is the case where outsourced payroll 

service providers receive employer data, must be informed of the need for data rectification. 

 

5.3 Right to Erasure or Restriction of Processing 

An individual may request that their data is erased, or that personal data is no longer processed for a certain 

purpose (restriction), in the following situations: 

• The purpose for which the data was originally collected (processed) no longer applies, it’s not 

necessary for your business to process this personal data anymore. 

• Where consent was provided and has been withdrawn. 
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• The individual objects to the processing of their data, and as a business you have no overriding 

legitimate interest for continuing the processing (here interests must be balanced, consider the potential 

impact on the business vs the potential impact on individual if processing continues.  

• Personal data does not have a valid legal basis and is therefore unlawfully being processed.  

• Personal data must be erased as a result of a legal obligation. 

• The personal data is processed in relation to the offer of information society services to a child. 

 

If you have one of the following interests, you are not obliged to erase the personal data (it is good practice to 

inform the individual the reason for refusal of their request): 

 

• Freedom of expression and information right applies 

• You need this data to comply with a legal obligation for the performance of a public interest task or 

exercise of official authority. 

• In the interest of public health purposes in the public interest 

• Archiving purposes in the public interest, scientific research, historical research or statistical purposes; or 

• The exercise or defense of legal claims. 

5.4 A right to prevent processing for direct marketing 

If a request to stop processing personal data that is being used for direct marketing is received, you must 

acquiesce to the request. No interest can be argued to refuse such a request. For example, you may not hold 

and use email addresses if an individual request you to stop doing so.                                   

6. Privacy notices 

Writing and publishing clear privacy policies to clients is an important means of achieving transparency, a key 

objective for GDPR compliance. 

We recommend a Privacy Notice is reviewed annually to incorporate any changes in the processing activities of 

the business. when there is a material change to operations, or at least annually, to ensure it complies with the 

GDPR and any applicable national legislation. 

If you do not have an online presence, you can seek to provide visibility of the privacy policy by difference 

means. For example 
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a) Clearly displaying your privacy notice in the reception area. 

b) Ensuring that you have several copies ready to hand visitors and patients 

c) Ensure that data subjects receive and have a chance to review the policy before they provide you with 

their information.  

 

 6.1 What should a privacy notice contain? 

• List of all data processed by the business and the purpose for processing. 

• Data transfers to any third parties. The name of any third-party cloud provider used (such as for 

data storage) and the security measures that are in place to protect personal data.  

• Any data transfers outside of the country. Which country, what data, and the legal transfer 

mechanism. 

• How individuals can exercise their rights: contact information for requests. 

 

The Right of Access & receive a copy of data (no charge) 

The Right to correct errors 

The Right to Object to the use of their data 

The Right not to be subjected to fully automated decision making 

The Right to be forgotten 

The Right to Restrict processing 

The Right to Data Portability (to receive a copy of their data in a machine-readable format) 

7. Data breaches 

Authorities 

Under the GDPR it is mandatory to report a personal data breach to the ODPC if it is likely to result in a risk to 

people’s rights and freedoms. If the aforementioned risk is unlikely, you do not need to report. You must report 

the breach without undue delay and no later than 72 hours after having become aware of it. In practice this 

means some changes will have to be made to the way your practice handles and responds to personal data 

breaches. 
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Individuals 

If there is a likelihood of a high risk to affected people’s rights and freedoms, you must also need to report the 

breach to the individuals who have been affected. While there is no clear definition of ‘high risk’ situations, they 

are likely to include the potential of people suffering significant detrimental effect – such as discrimination, 

damage to reputation, financial loss, or any other significant economic or social disadvantage. 

8. Designation of a Data Protection Officer 

Under the GDPR where an organization is processing personal data on a large scale as part of their core 

activities, or sensitive categories of data, a DPO must be appointed. This is however unlikely to be required for 

independent practitioners, despite their processing of sensitive data. Larger bodies of practitioners would be 

advised to appoint a DPO. The Irish legislature is likely to release in due course the categories of data 

controllers for which a DPO is obligatory. It is not possible to be certain until this point that Acupuncturists will not 

be required to have DPOs6.  

A data controller is not prevented from employing a DPO on a voluntary basis even if this is not obligatory, or 

indeed using one on a part-time basis as and when needed. Regardless of whether there is an obligation, it is 

advisable to have one person who is in charge of data protection matters, such as the practitioner/lead 

clinician, or any person with good oversight of business operations. This person will not necessarily have the title 

of DPO or have all of the official roles of a DPO, but by having one person that is in the know about the data 

protection requirements, compliance is made significantly easier. This individual should keep up to date on 

privacy requirements and communicate these to all staff members.  

9. Remedies & sanctions 

 The GDPR has been said to be a Regulation with teeth. It introduces a number of new sanctions and remedies. 

The fines can be as high as 4% of annual global turnover or €20 million (whichever is higher) for serious data 

breaches. Individuals rights are strengthened with the more stringent requirements surrounding consent. 

Furthermore, the GDPR allows for individuals who have suffered material or non-material damage as a result of 

                                                                 

6 According to the draft Data Protection Bill 2018 Article 30(1) ‘The Minister may, following consultation with such 

other Minister of the Government as he or she considers appropriate and the Commission, make regulations requiring 

controllers, processors, associations or other bodies representing categories of controllers or processors to designate a 

data protection officer’ 
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an infringement of the GDPR to sue for receive compensation from the controller or processor for the damage 

suffered. 

10. Contracts 

The relationship between controllers and processors must be governed by a written agreement be put in place 

between a controller and processor. In practice the provisions required by the GDPR are generally embedded 

into the relevant services contract. The GDPR stipulates a number of requirements to be included in the contract:  

The controller shall use only processors providing sufficient guarantees to implement appropriate technical and 

organizational measures to meet requirements under GDPR. 

• The processor shall not engage another processor without prior specific or general written authorization 

of the controller. 

• A binding contract which ascertains: the subject-matter and duration of the processing, nature and 

purpose of the processing, the type of personal data and categories of data subjects, obligations of 

the Controller. 

• Processor processes the personal data only on documented instructions from the controller. This includes 

transfers of personal data to a third country. 

• Ensures that persons authorized to process the personal data have committed themselves to 

confidentiality. 

• Processor implements appropriate security measures. 

• If contracting with a sub-processor, processor has a binding contract and flows the same terms for data 

protection on to them. 

• Assists the controller with its obligation to provide data subject rights (e.g. providing it with necessary 

information to respond to data subject requests). 

• Assists the Controller with audits (from controller or a supervisory authority). 

• You should review the standard terms of third-party providers. In order for personal data to be 

protected by data processors it is important to review vendor contracts and check that contractual 

terms are addressed and relevant safeguards are in place. If this is not the case, where possible you 

should raise this with third parties, or otherwise discontinue use of their services. 
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11. International data transfers  

In Europe, transfers of personal data outside of the EU (including the EEA countries)7 continue to be restricted 

under the GDPR when they are to countries deemed by the EU Commission not to have an equivalent level of 

data protection legal frameworks in place8. These transfers are only lawful if one of the recognized data 

transfer mechanisms are in place. If you use a data processor in a non-EU country, this will be an international 

transfer. Often these transfers will occur without you being aware. If you have a cloud service provider that 

stores data on servers outside of the EU, this is considered to be a data transfer to the non-EU country.  

Many cloud service providers might be established in a country that is either in the EU or in a country with an 

equivalent level of protection to the EU countries, but will be hosting its data on servers in a different country 

that does not have such an equivalent level. Data controllers are responsible for where the data they process is 

going. If data is effectively stored/processed in a third country without an equivalent level of protection, the 

U.S. for example, then the GDPR expects that data controllers ensure there is a form of protection in place. 

Data controllers are responsible for protection of their data subject’s data, even where they put it in the hands 

of data processors.  

What should I do if this is the case?              

• Does the country have an ‘adequacy agreement’ with the EU9. 

• Have they signed up to a transfer agreement (e.g. data transfer US-EU privacy shield) 

You should also seek to find out what vendors are doing to comply with GDPR and check the security measures 

that they have in place. Once you have established a legal transfer mechanism, you must document in your 

records: 

a) Which categories of personal data are being processed 

b) Name of the provider  

c) Where they are based 

d) The legal mechanism in place to allow an international transfer 

e) A contract should be in place to safeguard this personal data to the GDPR standard 

 

Examples of cloud-providers you may be using are; Google drive, Drop box, One drive, and any cloud-based 

ERM software. What is important to take away from this, is that you should investigate and ensure that any 

                                                                 

7 EEA = the 28 EU Member States plus Norway, Iceland and Liechtenstein  
8 Meaning any country that is not in the current list of Adequate Jurisdictions - Andorra, Argentina, Canada, 
Switzerland, the Faeroe Islands, Guernsey, Israel, Isle of Man, Jersey, New Zealand, and Uruguay.  
9 Switzerland, Andorra, the Faroe Islands, Guernsey, Jersey, the Isle of Man, Argentina, Canada, Israel, New 

Zealand and Uruguay. 
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third parties processing your patient’s data are able to safeguard personal data in line with the GDPR (this 

applies as much to non-cloud as it does cloud service providers). Many service providers are now publishing on 

their websites the steps that they are taking to ensure compliance by May 25th and the legal mechanisms they 

will be relying on to do so. For example, many cloud-based providers are moving to EU based servers so that 

the need for a legal transfer mechanism is no longer required. If there is no information published, you can call 

and enquire. If you are not satisfied as there is no evidence that a legal mechanism will be in place, then you 

should consider continuing with a different service provider that does not pose these risks.  

11. Staff awareness 

It is impossible to eradicate risk but it is possible to drastically reduce it. Human error is often the hardest 

variable to control which is why clear and comprehensive training should be provided. This should be provided 

when a new member joins the team, and on an annual/bi-annual basis to ensure that it is kept up to date with 

any new developments in technology deployed in the business.  It is very important that staff are aware not 

only of precautions that they need to take, but the reasoning behind these and the potential ramifications if 

they are not followed.  

12. Actionable steps towards compliance 

In this section you will find a number of suggested activities you can embark on to start your journey towards 

compliance with the GDPR. Please note that this list is not exhaustive and the level of your efforts will be 

different depending on the data your collect, the extent of the processing and the controls you already have in 

place. The GDPR is often discussed in the context of taking a risk-based approach. This chapter outlines what 

this involves in practice. 

12.1 Data Inventory i.e. data mapping       

This is the first step in meeting the GDPR’s recordkeeping obligations. Understanding how data is transferred, 

even if you only have a small practice, is very important for two main reasons. Firstly  for your own internal 

compliance and secondly, to ensure compliance across your practice’s data supply chain. Creating an inventory 

of exactly what data you hold will help you get clarity. Furthermore, this must be done on an ongoing basis to 

ensure the legal obligations of Article 30 GDPR are being met. At any given time you should be should be able 

to identify the 5 W's as regards the personal data you hold: 
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This means that you must determine: 

• What the lawful basis is for processing the data i.e. consent, for the performance of a contract, to 

comply with a legal obligation such as Employment Law and Tax Law etc. 

• What types of data you collect and what the retention periods are for each category. 

• Who these data are being shared with. 

• Check whether you are transferring data outside of the European Economic Area (EEA), this may be 

something you’re not aware of. In many cases it happens due to organizations using applications that 

store their data outside of the EEA.            

12.2 Review policies, processes and documentation 

  

The GDPR places great emphasis on documenting the steps you take towards compliance. We recommend you:                              

• Review your consent mechanism and ensure it meets the new threshold for consent which is significantly 

higher than under the previous legislation (Directive 95/46/EC).  

• Review your privacy policy and statement. The latter is especially important if you have a digital 

presence (website). You must inform your clients of how their personal data is handled by your 

practice. This must be done in a clear, unambiguous manner so that anyone accessing the website can 

understand how their data is processed and why. 

• Put in place a process for executing the rights of individuals such as access and data erasure requests. 

• Draft data a data breach policy to ensure any breaches are adequately reported on. 

• Review third party contracts related to personal data and ensure they are updated with the 

appropriate liability clauses                                 



 

 20 

                                                                 

12.3 Training & Ongoing compliance 

• Consider data protection training for yourself and any staff who handle personal data.  

• Develop a Data Protection strategy for you practice to ensure ongoing compliance.      

• Ensure someone takes ownership of updating the data inventory. 

• Create a template for Data Protection Impact Assessments to use when implementing any new systems 

that may pose a high risk to individuals.                       


